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Abstract 
Modern urbanization and more and more increasing man-made impact on the environment inevitably lead 
to an increase in environmental risk for the population of industrial cities, increasing the probability of 
emergencies occurrence. The purpose of the article is to study the environmental risks and practical 
approaches to its quantitative assessment to justify the socio-economic efficiency of enterprises’ production 
activities in the interests of system management of human security. The article identifies the main factors 
(technological, economic, etc.) that affect the environmental risk of industrial enterprises. A model of a two-
level environmental risk management system aimed at full control of the enterprise environmental risk is 
presented. The method of trees allowing calculating probability of emergence and development of ecological 
risks is offered. Organizational and methodical guidance for the implementation of a two-level system of 
enterprises’ environmental risk management have been developed. The article is intended for researchers, 
employees, management of industrial enterprises and Supervisory bodies dealing with environmental 
problems of industrial enterprises. 
Keywords: environmental risk, design, environmental risk management system, organizational and 
methodological recommendations, environmental risk factors, scenario tree 
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INTRODUCTION 
The tactical goal of the environmental policy at the 

state level is to preserve natural systems, support their 
integrity and basic vital functions for the stable 
development of society, improve the quality of life, 
improve public health, and ensure environmental safety 
of the country as a whole (Bondarenko et al. 2017). 
Environmental risks analysis and management are the 
basic areas in the field of applied ecology and play a 
significant role in the development of principles and 
practical measures and actions aimed at the protection 
and management of ecosystems. 

Environmental risk assessment (Bakhvalov and 
Mogirev 2011, Makhutov 2011, Markin 2014) is the 

process of identifying one or more ecosystem-related 
stressors and determining the acceptability of their 
hazardous effects on a complex of living organisms 
(including humans).This procedure means the research 
data systematic assessment of anthropogenic factors’ 
impact on ecosystems at various levels in order to create 
environmentally sound standards of human economic, 
chemical and household impact on nature and make the 
right management decisions. 

The process of studying environmental risk is still 
undisclosed, and therefore there are many outstanding 
tasks and problems related to its assessment and 
management. So there is no system of statistical 
observations about environmental accidents, there is no 
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distribution complex of environmental safety levels for 
each enterprise as a whole. Research does not pay due 
attention to the assessment and risk management of 
industrial enterprises as a promising area of knowledge. 

Risk management in activity of industrial enterprises 
acquires significant importance as the uncertainties of 
the processes and conditions of enterprises’ activity for 
making the right management decisions increases. 
Scientists abroad have explained and investigated the 
problems of risk within the framework of neoclassical 
theory and marginalizing. The works of famous 
authors: Bashkin (2014), Shmal (2010), Yazhlev (2009) 
etc. should be noted in this respect. In modern 
economic literature, risk as an economic category is paid 
a considerable attention. 

Based on the analysis of different approaches to 
determining the content of industrial enterprises’ risk 
and its distinctive features, the authors believe that the 
risk is a situation with a non - standard result, which will 
be determined by the admissibility of deviation of 
parameters’ number from the assigned level, which in 
turn will lead to the necessity to address the social and 
economic consequences of industrial enterprises’ 
activities. 

Industrial risk is associated with management 
functions: planning, organization process, strategic 
management and control. Each of the presented 
elements of this function to some extent will be 
associated with a certain measure of risk and calls for the 
creation of an adaptive management system. This 
requires a management system that will be based on the 
study of the economic nature of risks in production 
activities. 

RESEARCH METHODOLOGY 
Modern urbanization and increasing technological 

stress on the environment inevitably lead to an increase 
in environmental risk for the population of industrial 
cities, increasing the probability of emergencies’ 
occurrence. 

Due to the fact that the environmental situation in 
industrial enterprises is often associated with a fairly 
large number of uncertainties, the analysis and 
management of environmental risks serves to increase 
the efficiency of its functioning. Environmental risks of 
industrial enterprises should be characterized as the 
probability of minimizing its environmental 
sustainability due to adverse effects of external and 
internal elements of the ecological environment, which 

includes elements of nature, economy and social 
institutions. 

Risk management is the development and 
argumentation of suitable programs of activities which 
are mobilized quickly and efficiently to implement 
solutions in the field of security. Risk management is 
the prediction of hazards causing the risk, identification 
of influencers and taking actions to reduce risk by 
transforming risk factors (Erygina and Shatalova 2010, 
Sentsov 2010, Sheremetyev 2006, Yaili and Muzalevsky 
2006). Environmental risk management of an industrial 
enterprise should be carried out within the framework 
of the environmental management system at the stage 
of planning, organization and implementation of 
environmental actions and activities that will contribute 
to the optimization of management decisions. 

In most businesses the management of 
environmental risk is a mere formality. As a result, low 
production and technological discipline, inadequate 
material and technical support, residual principle of 
financing of environmental protection measures and 
multiple violations of safety requirements with respect 
to modern conditions of human life take place. 

This leads to the formulation of the problem of the 
development and implementation of solutions to 
control and minimize the environmental risk of 
industrial enterprises (Shmeleva 2012, Uvarova and 
Artyukhin 2014). One of the reliable and cost-effective 
solutions to this problem is the organization of the 
process of environmental risk management of industrial 
enterprises, which leads to the promotion and 
implementation of environmentally friendly 
technologies. 

International organizations - the United Nations 
environment Program (UNEP), the United Nations 
industrial development Organization (UNIDO), the 
international atomic energy Agency (IAEA) and the 
world health organization (WHO) - have developed 
guidance for the assessment and management of risks 
associated with threats to human health and the 
environment as a result of energy and industrial 
complexes’ activities. These recommendations include 
the main features of environmental risks, which are 
interrelated with threats to human health and life and 
the state of the habitat environment, which are listed in 
Table 1. 
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It follows from the table that the environmental risks 
associated with the threat to human health and life, on 
the one hand, and with the threat to the state of the 
environment, on the other, are characterized by both 
the same type and distinguishing features. Those and 
other risks could arise from sources of continuous or 
one-time actions. 

Regardless the nature of the source of danger, the 
result of its manifestation is the damage that is caused to 
people and the environment. This leads to the need for 
simultaneous consideration of both types of 
environmental risk. However, in many cases the 
environmental risks associated with threats to human 
health and life need to be considered separately from the 
risks posed by threats to the environment. 

Thus, we have identified the main components of 
environmental risk management, namely: economic, 
which is focused on the calculation of the search for 
solutions to economic problems caused by 
environmental risk and social, focused on protection 
from the negative social consequences of environmental 
risk. 

Economic problems arising from the environmental 
risk of the industrial enterprise activity are 
recommended to solve at the enterprise level. The 
exclusion of social consequences should be carried out 
at the regional level. The risk management process is 
based on the results of quantitative risk assessment, 
which allows to compare multi-variant projects of 
potentially hazardous facilities and technologies on the 
most dangerous risk factors’ identification, operating at 
this facility, to create databases and knowledge bases for 
expert systems to support technical decision-making 
and development of regulatory documents to identify 
advanced areas of investment that are aimed at reducing 
risk and threats. 

A two-level system of environmental risk 
management of an industrial enterprise is proposed 
(Fig. 1), that is, first, the results of risk assessment for a 
certain situation and the necessary criteria are 
compared. After that, the risk reduction options are 
determined, each of which is evaluated taking into 
account the cost of its execution. The analysis of the 
variants is presented as an iterative operation, it will 
continue until the optimal solution is chosen. An 
important step in the process of finding options to 
reduce the risk will be the prediction of changes in the 
parameters of the situation that is available and the 
behavior modeling of the object in question. 

The authors present the stages of the risk 
management process. 

The essence of the method of expert assessments is 
that experts are offered to answer questions about the 
future behavior of objects or systems characterized by 
uncertain parameters or unexplored properties. Expert 
assessments are made in the form of qualitative 
characteristics or quantitative values of the probabilities 
of the events or processes under consideration which 
are referred to a certain period of time. 

Methods of expert assessments using probabilities 
are part of the probabilistic analysis of technological 
objects’ safety with unpredictable behavior due to 
unknown values of the factors determining this 
behavior. Probabilistic security analysis can cover 
dozens or hundreds of different scenarios (for example, 
using the tree method), but can also be limited to single 
events or processes. 

Thus, the method of expert assessments is used to 
solve problems related to risk management (for 
example, planning systems to ensure the technological, 
environmental and social safety of some object) in cases 

Table 1. The main features of environmental risks associated with the threat to human health and the state of the 
environment 
Categories For people For habitat environment 
The nature of the risk source 
behavior 

Continuous 
One-time (emergency) 

Continuous 
One-time (emergency) 

Contingent (groups) atrisk Population of the area Enterprise personnel 
Duration of action Short 

Averageduration 
Long 

Short 
Average duration 
Long 

Consequences By severity: 
fatal (risk of death), 
non-fatal (risk of injury, illness, etc.) 
According to the time of the manifestation: 
immediate 
remote 

According dissemination: 
Local 
Regional 
Global 
In duration: 
Short 
Average duration 
long 
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where a strict calculation is impossible due to the 
presence of fundamental uncertainties. 

RESULTS 
To assess the environmental risk, it is appropriate to 

give an example of the expert evaluation method’s 
specific use in combination with another method called 
the tree method. This method is widely used in risk-
related decisions. Among its advantages are the 
convenience and visibility of the graphical 
representation, as well as a significant simplification of 
calculations on computers. The method of trees is 
especially effective in cases where a complex problem 
can be divided into a number of relatively simple tasks, 
each of which is solved separately, and then produced a 
kind of synthesis of complex solutions is produced. In 
the process of emergency forecasting and modeling, the 
use of the tree method allows us to calculate the 
probability of a certain scenario involving several events. 
The structure of the tree is based on the main theorems 
of probability theory - the addition theorem and the 
multiplication theorem. 

The first example relates to the simulation of an 
accident on the main gas pipeline (MGP), which can 
lead to a specific emergency situation (ES) - the 
emission of gas into the atmosphere and its 
consequences. A probabilistic model of such an accident 

was developed, which is a tree of scenarios of emergency 
development taking into account its possible 
consequences (Fig. 2). 

The expert group assessed the probability of 
individual events forming the tree in question. The 
probability of a simulated emergency is conditionally 
assumed to be equal to one. Expert evaluation of 
consequences’ probabilities was carried out by pair-wise 
consideration of each branching in the tree. For each 
pair of sets of events (processes), a conditional 
probability was determined, and each such pair was 
considered as a complete group of events, so the sum of 
the corresponding conditional probabilities was equal to 
one. Thus, the branching into unilateral expiration and 
bilateral expiration was characterized by conditional 
probabilities equal to 0.78 and 0.22 respectively. The 
probability of an event chain is determined by 
multiplying the probabilities of the events that make up 
the chain. 

Thus, the probability that the gas emission will be 
characterized by a unilateral expiration, and thus there 
will be a fire and explosion, is determined by the 
product of 0, 78⋅0, 40⋅0, 66 and is equal to 0.21. 

The second example concerns the safety analysis of 
natural and man-made hydraulic-technical systems. 
This is quite an urgent problem for Russia, as many of 

 
Fig. 1. Risk management process flowchart 
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the dams built 50 or 70 years ago, came to an emergency, 
unusable condition. It is estimated that now in Russia 
emergency dams hold about 9 billion cubic meters of 
water. There are a number of causes of emergency, 
which is the destruction of the dam. 

To account for these reasons, expert assessments 
need to be applied in integration with the tree method. 
An estimate was made of the probability of a specific geo 
- ecological disaster’s formation - the breakthrough of 
the dam front pressure and a wave of breakthrough in 
the process of development of extreme techno-natural 
processes. 

The creation of scenarios of events and processes 
leading to the disaster in question was the construction 
of a tree of emergencies and their causes in a sequence 
from more General events to more specific ones. The 
tree of emergency-breakthrough of the pressure front 
of the dam and the formation of a wave of 
breakthrough-and causing their natural and man-made 
processes is shown in Fig. 3. A sin the first example, 
theprobabilityofanemergencyisconditionallyassumedto
beequaltoone.It follows from the figure that one of the 
branches of the constructed tree is the following 
sequence of processes and their probabilities: extreme 

development of geodynamic processes, P1 = 0.75 - extreme 
development of exogenous geodynamic processes, P2 = 0.90 - 
deformation processes, P3 = 0.30 - deformation of the 
densification, P4 = 0.50 - deformation of the dam as a result of 
uneven precipitation of its body, P5 = 0.40. The development 
of events in this branch (scenario) is described by the product of 
probabilities P1⋅P2 P3⋅P4⋅P5, which gives the probability 
of this scenario equal to 0.04. Each branch, i.e. each 
scenario is characterized by its own probability. Based 
on the General definition, the risk is determined by the 
result of the amount of damage during the 
implementation of the scenario and its probability. If 
the amount of damage in the implementation of various 
scenarios is constant regardless of the causes of 
emergency, the conditional risk assessment will be 
equal to the collected probability estimates. If the 
amount of damage varies from one scenario to another, 
then expert damage assessments should be performed 
using the same tree on which the probability estimates 
were made. 

Experts give relative estimates of damage, weighted 
by the emergency factors’ occurrence, while they 
proceed from the total amount of damage, which takes 
into account all factors. Relative risk estimates are 

 
Fig. 2. A tree of scenarios of Emergency situation development (ES) - rupture of the main gas pipeline (MGP) with 
emission of gas and induced effects (probabilistic model) 
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obtained by multiplying the relative values of each 
component of the damage and its probability. 

The authors present organizational and methodical 
recommendations for environmental risk management 

of enterprises as a basis for decision-making of 
differentiated environmental insurance and the 
formation of structural and elemental composition of a 
two-level system of enterprises’ environmental risk 
management. 

 
Fig. 3. Tree of emergency situations (ES) - the breakthrough of the dam pressure front and the formation of 
breakthrough wave - and causing their natural and man-made processes 
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The function of the process of enterprises’ 
environmental risk management is to minimize the risk 
losses. One can consider the following main types of 
losses that for one reason or another can be borne by the 
enterprise: 1) damage to property and materials; 2) 
damage to the life and health of people (both personnel 
and the population located in the territory of the 
industrial production); 3) payment of compensation for 
harm and damage to the property of individuals and 
legal entities, the environment; 4) lost revenue due to 
production stoppages; 5) expenses for payment of works 
on liquidation of emergency situations and their 
consequences. 

The effective minimization of all environmental 
risks in the industrial enterprise requires a single 
management system. The methodology of 
environmental risks is based on the generally accepted 
risk management methodology and presented in figure 
4. It implies a relationship between the stages of 
environmental risk, which only together identify 
existing gaps, develop solutions and create conditions 
for practical implementation. Environmental risk 
analysis involves the identification of environmental 
risk and assessment of its magnitude. Environmental 
risk management is a logical continuation of its analysis 
and is aimed at justification and practical 
implementation of the best solutions. Environmental 
risk communication is a process of dissemination to 
stakeholders. 

Advanced tasks of environmental risks managing 
that are necessary to reduce unplanned losses and the 

achievement of the objectives can be combined in the 
following way. 

Risk assessment. Assessment of environmental 
accidents’ dangerous impact on the industrial enterprise 
and the population makes it possible to determine and 
specify the scope of activities that are aimed at reducing 
it. 

Development and implementation of programs to 
reduce unplanned losses. The main instrument of 
environmental security providing is to prevent cases of 
loss, which is a balanced optimization of industrial 
enterprises’ technical system, raising the qualification 
and training of personnel and improving its working 
conditions. 

The process of environmental risk management of 
an industrial enterprise includes the following stages: 

1. Determination of an acceptable level of 
environmental risk for the enterprise. 

2. Assessment of the current level of environmental 
risk. 

3. Decision to reduce the current level of 
environmental risk. 

4. Development and implementation of measures to 
implement the decision made. 

5. Evaluation of the effectiveness of decisions. 

The main functions of the environmental risk 
management system at the enterprise level allowed us to 

 
Fig. 4. Environmental risk management methodology 
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determine its structure and place in the enterprise 
management scheme (Fig. 5). 

The process of managing the environmental risk 
system integrates the management bodies of the 
enterprise, its production units, as well as the control 
units and the environmental risk insurance Fund 
created for these purposes. 

The authors show this system of environmental risk 
management in developing the form of a working 
group, which consists of the enterprise’s advanced 
specialists and involved specialists of other enterprises 
and institutions, headed by the Director of the 

enterprise. The environmental risk management system 
at the enterprise level plans to address the economic 
component of environmental risk. 

To eliminate social problems, it is recommended to 
take into account the environmental risk management 
of the enterprise, as this risk concerns not only a single 
enterprise, but also the region as a whole. 

It is proposed to introduce an additional structure 
into the existing management system –the activity risk 
management, consisting of 5-7 people. 

 
Fig. 5. Scheme of environmental risk management at the enterprise 

 
Fig. 6. System of structural and element composition of enterprise risk management 
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The functions of this structure will be as follows: 

− Environmental danger risk assessment, which is 
based on the audit of enterprises;  

− Creation of a system of risk reduction measures; 

− Development of a complex of compulsory and 
voluntary insurance of hazardous industrial 
enterprises;  

− Settlement of social problems caused by 
environmental risk of industrial enterprises’ 
activities in the region. 

A two-level system of environmental risk 
management of enterprises, representing full control of 
the environmental risk of the enterprise, reduction and 
compensation of unscheduled losses caused by it, is 
proposed for the first time. At particularly dangerous 
industrial enterprises, it is proposed to take into account 
measures to protect territories from accidents in the 
form of mandatory environmental insurance as a 
method of environmental risk management. 

DISCUSSION 
Until now, scientific research has not paid sufficient 

attention to the assessment and risk management of 
industrial enterprises as a promising area of knowledge. 
With the improvement in market relations risk 
management in activity of industrial enterprises reaches 
inspiring significance, in connection with the increased 
exposure of uncertain facts of the processes and 
conditions of the enterprises’ activity for adoption of the 
necessary management decisions. 

Integrated development and use of natural resources 
leads to serious changes in the environment, increases 
the probability of natural and man-made emergencies’ 
occurrence. The analysis of literature sources shows 
that in Russia about 15 % of the territory is in critical 
ecological condition. 

Industrial enterprises of the regions have not 
undergone reconstruction and technical re-equipment 
for decades, which significantly increases the risk of 
undesirable changes in the environment: degradation of 
the natural landscape, pollution of water sources, air and 
soil with solid, liquid and dust-gas waste. The greatest 
risk and danger is accidental pollution of the 
environment, because such pollution, as a rule, many 
times exceeds the permissible norm. Emergency 
destruction of the natural environment causes not only 
losses to economic entities, but also is associated with 
the threat to human life. 

The authors (Bogdanov 2011, Danina and 
Anoshkina 2010, Matesheva 2010, Vasiltsova and 
Olenin 2007, Zolotova 2008) consider risks as a result 
of regressive potential accumulation, while investigating 
such destructive characteristics of risks as:  

− The irreplaceability of the loss of properties, 
qualities, material and spiritual values;  

− The emergence of new properties, qualities; - 
reduction of the level of threshold security;  

− The increase of environmental threats to the 
growth of industry. 

Based on the analysis of different approaches to 
determining the content of industrial enterprises’ risk 
and its distinctive features, risk is understood as a 
situation with an uncertain result of development, 
determined by the probability of individual parameters’ 
deviation from a given level, which leads to the need to 
address the social and economic consequences of 
industrial enterprises’ activities. 

Risk in the production activities of enterprises is 
associated with management functions: planning, 
organization, operational management and control. 
Each of these functions is associated with a certain 
measure of risk and requires the creation of an adaptive 
management system. This requires a management 
system based on knowledge of risks’ economic nature 
in production activities. 

CONCLUSION 
Management process of technological, 

environmental, financial, social and other types of risks 
is the basis of production management. In this single 
management system, environmental risk assessment 
and its management are specifically identified as one of 
the leading elements of the system. 

When it comes to environmental risks, we 
understand this as certain activities of enterprises that 
are associated with hazardous facilities, but essentially 
each of the elements by their actions can create a risk 
situation for nature. However, legal measures to 
manage environmental risks on the part of the state 
should definitely be the most effective and should, even 
by the introduction of strict sanctions, nevertheless, 
encourage not to do harm the environment. 
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Thus, in the course of our study on environmental 
risk management, the following outcomes were 
achieved: 

− The main factors were identified (technological, 
economic, etc.) that affect the environmental risk 
of industrial enterprises; 

− A two-level environmental risk management 
system has been developed to ensure full control 
of the enterprise’s environmental risk; 

− Organizational and methodical 
recommendations for the formation of a two-
level system of environmental risk management 
of enterprises were developed; 

− The method of trees is introduced allowing 
calculating probability of the certain scenario 
realization including several events. 
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